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Fraud protection in online marketing
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fraudf. THE ISSUE

57% of global web traffic is bot-generated

|9| Bots: 57%

Humans: 43%

Source: Aggregated data of Imperva (2021), Barracuda (2021), fraud0 (2022)
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From a problem for a few ...

Warehouse full of
PS5 near Munich




fraudf. THE ISSUE

..Toanissue for anybody
spending money on Digital Marketing

S 65 billion lost to ad fraud

S 30 billion
S 8 billion
2015 2018 2022 (e)

Source: Aggregated data of Dr. Augustine Fou, eMarketer, WSJ, Group M, Juniper Research, fraud0
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1 N 6 ad clicks

fake or low-quality

or*@

Source: Aggregated data of fraud0 (2022) data from 124M sessions
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Set up fake sites

1

2

5
4 m::._er@ 8

*Autogenerated & optimized for high value search
keywords & content

Source: Dr. Augustine Fou

THE ISSUE

How bad guys commit Ad fraud

(2
Buy fake traffic

yahoo.com 1,573,220,00

946,783,800

898,917,300

890,426,300

604394900
= 52143100
16134000
479159500
47348300
anase100

PSS - s82230600
ebayeouk as7168.400
dradgerepar.com asasmot00
Aop: The Vieativer Channe: Forecst, Radar & Alres 05) wrs270
' 295372400
a= = 380852000

ADp: . s e s & e . e, 373749.000

thessuruz.com 248222000

P - § - 341,057,600

(3
Sell fake ads

See my emails with one of their sales reps:
First | get accounts for various sources of traffid
fraudulent traffic detection vendor, along with cg

Shailin Dhar <adiechexpet@gmal com>

Awesome T'\.ﬂn-

wont be ready 1o run traffic untl early next woek

hig landscapes for each fiter?

G

AS - $0.007-0.012
Forensiq - $0.006-0.012
Pixalate - $0.004-0.012

Double Verify - $0.007-0
MOAT - $0.007-50.01
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But my DV/IAS report says IVT s <197

114

Fraudsters easily avoid detection from DV, IAS ... that

/

means traffic gets marked as valid even through it's

not from humans. u

Dr. Augustine Fou




fraud® THE SOLUTION

ighting fraud with real-time ML

Protecting your ad budget on

NOB P @S

o

Dashboard

Last 30 days

| Invalid Traffic 15.80% 68.94k Low Quality Traffic 4.89% 2135k Valid Traffic 79.31% 346.07

Total Distribution Traffic Development WEEK

\

Sessions

436.3571

Total Traffic

Inveld Low Qualty Trffic %

2 D B P B B P
o % ®7 P 0P o
[ WP e
vald Trattc [ Low Quaity Trafc [ Vai [ maidTatticx [ LowOuaity Trafic s

Platforms

UTMSource TotalTraffic © ValdTraffic © ValidTraffic% ° LowOualityTraffic © LowOQualityTraffic% © InvalidTraffic ~ Invalid Traffic %
Direct 140,469 110384 78.58% 7,477

Main Reason
532% 22,608 16.00%  AutomationTc

googleads 147,486 121,839 8269% 6829 463% 18698 1268%  AutomationTc
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Get actionable insights

Fraud by
Platform

m  Campaign

m  Keyword

m Geo

I



fraudf. THE SOLUTION

Auto-block unwanted traffic

Block traffic in future

Shop
1 Invalid User .  AO@PM@SS
=] JEO0OOQO
Ad Click o
Unvalidated 'y
—_— D —_— .
5l fraudt

> 2000

CyberSecurity Challenges \ Valid User
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THE SOLUTION

How much of your marketing
IS wasted?

1%, 13%, 36%7?

www.fraud0.com



http://www.fraud0.com
http://www.fraud0.com
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Tilman Pfeiffer / CEO
+49 152 265 74 560

tp@fraudO.com
www.fraudO.com


http://www.fraud0.com

